
Security and Value of Information

Appointment of an Information Security Off icer
So as to manage and purposefully further develop a company’s information security, a central accountability should be 
established in the form of an information security off icer (CISO). Frequently, employees who are already entrusted with 
other tasks are assigned this function. This can not only lead to confl icts of roles but in many cases the expertise required is 
lacking. In addition, continuous further training is a costly and time-consuming process. In particular for smaller enterprises 
it is therefore advisable to make use of an external CISO.

Larger companies that have a designated CISO can increase and optimise the eff icacy of this role by deliberate coaching. 
TÜV TRUST IT consultants can assist you in thinking outside the box and assessing risks appropriately. We provide you with 
seasoned experts who will help you to live up to all information security risks within your company.

In order to ensure that our consultants can support you opti-
mally, in the initial phase we usually assess the desired/actual 
state of your ISMS, its operations and processes. To this end, 
existing audit results will be evaluated, policies examined, the 
IT risk process will be analysed and potential ISMS objectives 
will be recorded. Based on the intelligence gathered, our 
experts will develop a concept for the progressive operation 
and continuous enhancement of the ISMS. In consultation 
with internal contact persons, the concept will be transferred 
to an implementation plan that comprises information secu-
rity measures to be performed, including time schedules and 
expense planning.

Characteristic Tasks of an
Information Security Off icer

Aft er completion of the initial phase, our experts will promote 
and supervise the realisation of planned measures. Additio-
nally, they will perform the regular maintenance procedures 
of the ISMS. These involve inter alia:

• Development, maintenance and supervision of the informa- 
 tion security concept and the information security
 guidelines
• Consultation on information security in general and on all 
 projects relevant for information security
• Initiation and controlling of information security measures
• Management of/participation in information security
 committees
• Increasing security awareness
• Identifi cation and updating protection requirements
• Planning of information security audits

Procedure
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Continuous process of a CISO



Our services are oriented around current best practice 
solutions (ITIL®, ISO/IEC 27001:2013, ISO 27001 on the basis 
of IT basic protection). In cooperation with you, we will adjust 
the direction, intensity and duration of our performance 
according to your specifi c needs. In addition to the provision 
of a CISO from our expert team, TÜV TRUST IT off ers support 
for your in-house CISO in the form of coaching – one-off  or 
routinely.
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Your Benefi ts

• Provision of an Information Security Off icer (CISO)
  - Maintenance of current information security
   processes and continuous enhancement
  - No internal commitment of resources
  - Your own employees will still be available for your  
   main business
  - Reduction of costs for advanced staff  training

• Coaching your Information Security Off icer (CISO)
  - Expansion of your CISO’s expertise 
  - Optimising the eff icacy of the CISO’s role
  - Increasing internal acceptance


