
Cyber Security

AppCheck-Service: Examination and Evaluation of Apps
Only a minority of enterprises has integrated their mobile devices into an eff icient IT security architecture in spite of the fact 
that both, the amount and the sophistication of malware targeting mobile devices and tablets is increasing signifi cantly. 
With mobile devices being online 24/7, their exact location being constantly monitored and the mass of sensitive informati-
on available to them, mobile devices have become an ideal starting point for the theft  of data and intellectual property.

Next to the basic functionality of new devices and apps, data 
security is of high concern in a business environment. In so 
doing, securing the infrastructure is a key concern, however, 
the focus of security tends to shift  towards the data-, applica-
tion- and information-level. As a rule, the attempt to prohibit 
the installation of applications by means of centrally securing 
the infrastructure, is ineff icient. Hence, every company should 
have the application’s security examined prior to usage.

Approach

One approach to improve mobile security is the AppCheck-
Service. It implements a comprehensive requirements 
catalogue laid down by TÜV TRUST IT and checks each app’s 
conformity to them. The criteria are based on current industry 
standards and Best Practices from TÜV TRUST IT’s wides-
pread experience. The core element of the AppCheck-Service 
is a testing framework, employing a threat model generated 
for all possible threats against mobile devices and their apps. 
Examples of threats may include unauthorised access to the 
contact list, the unprotected transmission of geo-location 
data or unencrypted communication in general. 

 

The Testing Procedure

Every application is submitted to the same testing procedure. 
As far as this is technically and lawfully depictable, the static 
analysis will examine the application in question from its ba-
sic functionality to the entire set of functions available. In the 
context of dynamic analyses, the actual runtime-behaviour of 
the app will be analysed and evaluated. 

In conclusion, the security-mechanisms of the application 
will be forensically evaluated with regard to illegitimate and 
unintended information leakage. Correspondingly, a legal 
assessment of the data privacy guidelines and general 
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Testing Procedure of the AppCheck-Services
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business regulations will take place. Finally, the results of every 
application’s examination will be documented in a report and, 
optionally, whitelists and blacklists will be provided.

Your Benefi ts

• Informative reports listing all identifi ed vulnerabilities 
 and risks

• Eff icient protection of mobile devices while maintai-
 ning all functionalities to the greatest possible extent

• Optionally: Continuous overview of black- and 
 whitelists

• Optionally: Permanent monitoring of updates

• Optionally: Customer-specifi c risk-profi les as a starting 
 point for app-tests
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Overview of platforms supported by the AppCheck-Service
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The TÜV TRUST IT AppCheck-Service supports 
the following platforms:

 • iOS 
 • Android


