
Cyber Security

Technical Security Analysis / Penetration Test
Many companies are concerned about the security of their IT, and rightly so. The fear of falling victim to cyber-attacks is well-
grounded. TÜV TRUST IT’s security analysts will help you identify vulnerabilities, evaluate risks objectively and subsequently 
fi nd measures to increase your protection level.

Performing penetration tests on a regular basis is one of the 
most suitable ways to protect your IT from unauthorised 
access. The penetration tests of TÜV TRUST IT are carried 
out by our experts with longstanding practical experience. In 
addition, TÜV TRUST IT is certifi ed by the Federal Off ice for 
Information Security as an IT security service provider for the 
areas of penetration tests, IS audit and IS consulting.

Acting like a “Normal” Hacker

Our testers design their security analyses in accordance with 
the procedures of actual adversaries, thereby establishing a 
high degree of authenticity. Naturally, no actual harm will be 
done. From their insights gained, our experts will produce an 
easily intelligible report, recommending useful measures to 
be taken.
The security analysis consists of fi ve phases: Preparation, 
information gathering, evaluation, penetration attempts and 
a fi nal report. In the fi rst phase, it is checked which attack 
vectors exist in the infrastructure or application to be exa-
mined. By means of a threat model it is determined, among 
other things, which security vulnerabilities arise through the 
interaction of diff erent work areas, which in themselves may 
be relatively safe. 
Our security analysts are following the same path as hackers, 
using the “low-hanging fruits”. They check the infrastructure 

and try to attack the weakest points in order to penetrate 
the network. Once they are on the network, they check for 
more extensive threats. They collect information about the 
network components, about systems, services and applica-
tions within the investigation area. Then they try to fi nd and 
exploit vulnerabilities, checking whether they can pretend to 
be other users (identity spoofi ng) or modify data (tampering). 
Important is the question of whether tracks can be blurred, 
for example by bypassing logging. In this case, accesses or 
changes cannot be assigned to a user (repudiation).

Error messages are actually intended to give the experienced 
programmer an assistance. But they can also contain valuab-
le clues about the system that can be misused by adversaries. 
This unwanted leakage of information is called Information 
Disclosure. Relatively well-known are disturbances of servi-
ces, which can result from massive simultaneous accesses. 
This can lead to a denial of service that, for example, makes 
your website unreachable. Such attacks can also completely 
block other services or block user accounts. 

So that no productive systems are endangered, such attacks 
will be carried out only aft er separate agreement. The fi nal 
test involves attempting to gain unauthorised permissions 
(elevation of privileges). Should this be successful, the risk 
of sensitive data getting into the wrong hands is particularly 

Approach

1/2 – Technical Security Analysis / Penetration Test

Cyber Security

Phases of the Security Analysis

Eindring-
versucheVorbereitung Informations-

beschaffung
Bewertung Analyse und

BerichtPreparation Information 
Gathering Evaluation Penetration 

Attempts
Analysis and 

Report



high. This analysis is structured in accordance with standards 
such as ISO / IEC 27001: 2013 and the best practice approa-
ches of TÜV TRUST IT. One of the ways to ensure that tests 
stay comparable is to repeat them aft er one year.

Detailed Report with Recommended Measures

All results of the investigation, including our recommended 
measures, will be summarised in a comprehensible fi nal re-
port. Our security analysts evaluate and classify the individual 
risks during the analysis. The importance of early implemen-
tation depends on the respective risk-class. If an immediate 
threat to IT security is identifi ed, the customer will be infor-
med at once in order to initiate concrete countermeasures 
as soon as possible. In a fi nal workshop, the report, including 
a Management Summary, will be presented. Meaningful and 
appropriate measures to remedy the weak points can then be 
discussed here.

Your Benefi ts

• Identifi cation of vulnerabilities in your IT and objective 
 risk analysis

• Final report with assessed and classifi ed risks, inclu-
 ding recommendations for appropriate improvement 
 measures

• Providing the extensive know-how of the neutral and 
 objective auditors of TÜV TRUST IT 

• The profi ciency of TÜV TRUST IT for conducting pene-
 tration tests has been confi rmed by the Federal Off ice 
 for Information Security (BSI) with the certifi cation as 
 a certifi ed IT security service provider.
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